UHdopmauua o BHegpeHuu SFD ana gunepos

Hos6pb 2019 roaa
Ysaxaemble gamsl 1 rocnoaal

Coobuwaem sam, uto ¢ 2020 roaa Volkswagen AG sHeapsieT HOBYIO TEXHONOIMIO 3ALLNUTHI ANATHOCTUKM
astomobuns (SFD). Ona npumenenus texHonorun SFD nonbsosatens gonxeH 6biTh 3apaHee
3apernctpuposaH Ha cepeepe SFD.

B atom AOKyMeHTe ONMMCAHO Ha3Ha4YeHune U npuHuun neﬁCTBMﬂ 3aWnTbl ANArHOoCTUKN GBTOM06VIJ19|, a Takke
npuBegeHbl yKasaHMsa no perncTtpauumm B cUCTeme 1 eé ucnonbsosaHuio!

Ha3HayeHue 3aWmTbl ANArHOCTUKU asTomobunsn

Ananus npogykummn koHuepHa VW nokasan nosbiweHHylo NoTpebHOCTb B 3aWwmUTe AAHHBIX B aBTOMObUMIe.
O7Ta 3aWUTA JONXKHA PACNPOCTPAHATLCS U HA AAHHbIE AnarHocTuku. MeTop, npumeHsembin cenyac
(akTnBaALMa Be3onacHoro AOCTYNAa ¢ MOMOLLBIO MATU3HAYHOIO KOAA AN BXOAQ), yXe He COOTBeTCTByeT
coBpemerHomy yposHio TexHukmn. C 2020 roga, HaunHas ¢ Boixopa Ha peiHok mogenn MQB37W (Golf
8/Audi A3/Skoda Octavia/SEAT Leén), ans 3awutel AMarHocT1km Bcex asTomobunein byaer BHeapsThCS
TexHonorus SFD.

MpoekT no sHeapenuio SFD npoxoant B ABa 3Tana.

Sran 1 sknoyaet 3aWwmUTy 4OCTYNA K 3AWUWEHHBIM 0OBEKTAM BMATHOCTUKM B BNOKAX ynpasrieHus

M NoATBepXAeHMe [OCTYNa HA YPOBHE UHAMBUAYANbHOTO nonb3oearens. HeobxoanmocTsb 3awmThi
onpenenseTcs Ans KOHKPeTHbIX BrIOKOB ynpaBneHns n obbekToB AMATHOCTUKM. 3AWUTA OrPAHMYMBAETCS
KOHKpeTHbIMM cnyxbamu 3anmcn (KkoguposaHue, aganTaums, NAPAMETPUPOBAHME) U NPOoLefyPaMM.

Ha obbiunbie cnyx6bl uteHus (Takme kak cunTbiBaHUe pernctparopa cobbiTui bnoka ynpasnexus) sawmra
LMArHocTukmn He yctanasnueaetcs. SFD Takxe He 3atparveaer Takune pyHKUUK, KAK 3arpyska 6rnokos
LAHHbBIX ¢ BNOKAMM AAHHBIX 3arpy34nkd, npowmska unu obHosnexme NO n bezonacHocTb dprew-AaHHbIX.

Srtan 2 B pononHeHue Kk 3Tany 1 nogpasymeBaeT 3aWNUTY AUATHOCTUYECKUX SAHHBIX OT PA3AUYHbBIX
MOHUMYASAUUIA NPY Nepeaaye 3a cHET CKBO3HOTO WN(POBAHMS AAHHbIX, MEepPefaBaeMbIX MEXAY
NT-cepsepamun VAG 1 bnokamm ynpasnexus.

Y106bI pernctpupoBath GakTbl LOCTYNA K 3AWMLLAEMBIM ANATHOCTUYECKUM AAHHBIM, OPraHM3aLUN
no NT-6esonacHocT HeobxoamMmMa TaK HA3bIBOEMAS CUNbHAS ayTeHTUdUKALMS Nofb3oBaTenei.
Ina storo Tpebyetca aByxdbaKTOpHAS AyTeHTUDMKALMS, KOTOPAS Peanmn3oBaHd, Hanpumep:

® B kaprax PKI;

® «kaprax SecurlD;

®  npunoxeHmsx, reHepupYyloWnx ogHopasossie naponu (Hanpumep, Google-Authenticator,

Microsoft-Authenticator).

OpHaKo HA NepBON CTAAUN B KOYECTBE BPEMEHHOTO pelieHmns byner ncnonbsosatbes cnabas
ayTeHTUMKALUS HO AUNEPCKOM NopTane No MMeHU nonb3osaTtens u naponio. MNapannensHo byper
BecTMcb paboTa Hag Nepexonom k cunbHol ayteHtTudmkaumm Yepes noptan Group Retail Portal.

,D,J'IFI pO6OTbI C SFD JJ,I/IOFHOCTI/I‘-leCKI/Il‘;I TecTtep AOJIKeH NMeTb UHTepHeT-coegmnHeHune.

Crp. 1
KSU: 0.2; Internal



anHLI,Mn paGOTbI 3alWnTbl ANArHOCTUKU asTomobunsa

MoaknioueHne Byaet BbINONHATLCS ABYMst cnocobamu: oHnanH n obnait. MoaknioyeHne obnaiH
npeacraenseT coboil pe3epBHbLIN METOA, HAMPUMEP HA CyYal, KOTAd UHTePHET-coeAnHeHne
AVArHOCTUYECKOro TecTepd HA CEPBUCHOM MPeanpUsTUN BPEMEHHO HeAOCTYMHO.

1. MoakntoyeHne oHNanH (OCHOBHOM BapUaHT)

— | )
=R w—(

Duarnoctuueckuii Tectep (Hanpumep, ODIS): Cepsep SFD: Bnok ynpaenenus:
> Hanpasnasiet 3anpoc Ha cepeep SFD. > reHepupyeT v NoANMUCbIBAET TOKEH > nposepsieT TOKeH
Ang nogkn4vyeHnsd; Ans NoAKNYeHus.

> OCYyLLEeCTBNSIET YNPABAEeHNe Nonb3oBATENSAMMU.

KOMI‘IOHeHTbI, ydyacTeyouine B npouecce:

e bnok ynpaeneHus B asTomobune conepxuT sawmiiaembie 0bbeKTbl AUATHOCTUKA 1 MOXET PA3pPeLLUTb
UMW 3aNpeTuTb JOCTYN K HUM.

e [unarHocTnueckunin Tectep MCnonb3yeTcs Nofb3oBaTenem Ans AocTyna Kk obbekTam ANMArHocTMku B broke
yrnpaeneHums.

e Cepsep SFD copepxut 6a3y AaHHbIX NONb3oBATENEN C YKA3AHMEM NPAB AOCTYNA U BbIMYCKAET TOKEH
ANsi NOAKMOYeHUS.

Xoga npouecca:

1. Heobxoaumoe ycnosue: nonbzosatens 3apernctpupoBaH Ha cepeepe SFD 1 Ha annepckom noprane
(s manbHenwem Ha noptane Group Retail Portal).

2. B pamkax amMarHoctnkm asTomobuns nonb3oBaTeNb Xo4eT BbINONHUTL clyXbbl, 3awmwéHHbie SFD,
HQ OQHOM MM Heckonbkmx bnokax ynpasneHus c sawmTon SFD.

3. bnok ynpaenenuns nepenaér coobueHne o Hanuumm 3awmtsl SFD 1 3anpawwmsaet TokeH
A9 NOAKIIoYEHNS.

4. [uarHoctnyeckun Tectep HanpaenseT Ha cepeep SFD 3anpoc Ha nogknioyeHne ¢ ykasaHmem
NAEHTMOMKALMOHHBIX AAHHbIX Brioka ynpasneHus u tpebyemoro obbéma goctyna.

. Cepsep SFD npoeepsert 3anpoc, BbiNofAHIeT ABTOPU3ALMIO U NEePeaaéT HA TecTep NOANUCAHHbIA TOKEH
ansa noakniouenns. Cepsep SFD peructpupyet dakt goctyna (MaeHTMdMKALMOHHbIE AAHHbIE
nonb3oBaTens, NAEHTMGUKALMOHHbIE AaHHbIe Bnoka ynpasneHus, Bpems 1 np.).

6. [uarHocTnueckuin Tectep oTNpABASeT TOKEeH ANS NOAKIoYeHMs Ha bnok ynpasnenms. bnok ynpasnenus

npoBepsieT TOKeH U NPefoCTABASET [OCTYN K COOTBETCTBYIOWMNM 0BbeKTAM ANArHOCTMKM.

S,

2. MNoakntoveHune K SFD Bpy4Hyto (opnaH — pe3epBHbIN BapUaHT)
Mopsanok nogknioyeHns odbnamH:

1. 3anpoc TokeHa AMArHOCTMYECKMM TECTEPOM HAMPAMYIO HEBO3MOXEH.

2. CoTpyaHMK CepBMCHOro NpeanpuaTMa COXpaHaeT CTPYKTYPUPOBAHHBINM 3aNpoC Ha NoAkmoyeHne bnoka
ynpaeneHus, KOTopbIi HeOBXOAUM ANF reHepaLUn TOKEHa.

3. OH 3axoput Ha aunepcknit noptan (B 6yaywem — Ha Group Retail Portal) ¢ apyroro komnblotepa
u B npunoxeHun SFD nepexoauTt Ha cTpaHuuy 3anpoca TokeHa cepeepa SFD.

4. CoTpyaHvK BBOAWT CTPYKTYPMPOBAHHbIN 3aNPOC HA MOAKITIOYEeHMe, NOoNyYeHHbI oT bnoka ynpasneHus,
3anpawmBaeT TOKEH U KOMMPYET ero Ha AnarHoctmyeckunin Tectep (Hanpumep, Ha USB-Hakonutene).

5. Ha tectepe nonb3zosaTtens BbinonHseT GyHKLMIO PYYHOW Nepeaaym TokeHa Ha 6ok ynpaeneHus.

6. bnok ynpaeneHus nposepseT TOkeH U NpeaocTaBiseT AOCTYN K COOTBETCTBYIOWMM obbekTam
LMArHOCTUKM.
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Pernctpauua nonb3osarena Ha AUNEPCKOM nopTtane
U Ha cepsepe SFD

K momenty BHeppernus SFD B nepson nonosune 2020 ropa nonb3oBaTtenu ANArHOCTUHECKUX TECTEPOB
LOMKHbBI MMETb BO3MOXHOCTb NPonTH ayTeHTudmkaumio Ha cepsepe SFD no asym onuncaHHbim Bbilwe
sBapuaHTam. [lna atoro Tpebyetca npeasaputensHas pernctpaums Ha cepeepe SFD.

MecTHble aAMUHUCTPATOPBI ANNEPCKOro NOPTANA AOMKHbI MPOCTO MPUCBOUTL COOTBETCTBYIOLLMM
nonb30BATENSIM CTAHOQAPTHbIE NpaBa B npunoxernun SFD B paspene «YnpasneHve aHHbIMY MECTHBIX
nonb3osartenen». B teuenne Houm npomnssoantca cunxponusaums c cepsepom SFD, 1 He nosgHee uem yepes
24 yaca Nonb30BATENM CMOFYT BbINOMHATL dyHKUMK ¢ 3awmTon SFD.

VOLKSWAGEN AG Dealer portal.

Local administration Ea =
Portal Administration.

Edit data of the organization

Create new user

M Basedata M Applications

Assign applications

Allowed applications

My Favorites
+ Marketingportal

M administrate + ODIS eShop

+ Online-Produkttraining (Volkswagen Welt}

+ Service Key

Standard-Rolle

+ Volkswagen Info
+ Volkswagen Nutzfahrzeuge InfoNet

+ Volkswagen ServiceNet

+ Wartungskalender

Crp. 3
KSU: 0.2; Internal



AyteHTUUKauma nonb3osarteneu
BO BpemMsA ANarHoCTUYECKOro ceaHca

1. PaboTa c Be4OMbIM MOUCKOM HEUCNPABHOCTEN (PEKOMEHAYEMbI BAPUAHT)

Mpu Bxoge B pexum gmarHoctnkm yepes Bepombilt nonck HencnpasHocTelt (pekomeHayemMbil BAQPUAHT)

ANS nonb3oBaTens GaKTMYECKM HUYEro He MeHsIeTCs, NOCKOSbKY AAHHbIE NONb30BATENS BBOASTCS NPU BXoae
HQ AMAEPCKNA MOPTAN B HAYANE AMArHOCTMYECKOro CeaHCa M aBTOMATMYECKM UCMOMb3YIoTCa ANs 3anpoca
tokeHa SFD.

© Offboard Diagnostic Information System Service - 5.2 s
Importer: 150 Vehicle identification no.: ) f \°
Dealer: 99993 Engine: = %
Job: = 3] i
Operating modes 3 =
|
@ Diagnesis
VIN WVWZZZCDZLWO000277
(B selr-diagnosis
¥l Using guided fault finding |
1‘ Flash re-programming
Group system login £x3 Testinstruments
Username DP12345 l' =
& Irfo
Password 0""'
4 Admin .
[ Login 1’&’— 3
Please log into the Group system in order to perform a lask-based diagnosis. Frolocol %
Data o
|
Extras ¥
Startdiagnosis | Continue diagnosis ‘
Help e
|
Information ¥
Copyright by Volkswagen AG. All rights reserved, especially but not limited to duplication, distribution and making publicly available. »
S — —

Mocne BXO4A B CUCTEMY TOKEHbI Anga noaknovYeHnda SFD, Heo6X0ﬂ,I/IMbIe ang pGGOTbI C 6ﬂOKClMVI ynpasneHus,
ABTOMATUHECKN 3anpallnBAIOTCSA B ¢OHOBOM pexume.

Mocne naeHtndrkaunm asTomobUNS 1 CUUTBIBAHUS perncTpaTopa cobbiTui BoIbpaTh dyHKUMIO,
sawmwénnyto SFD, nanpumep «Koauposanue onnaitny» (Code online control module), Ha 6noke ynpasnenus
c sawwmTon SFD (Hanpumep, 15 — Moaywkun 6esonacHoctu):

©3 Offboard Diagnostic Information System Service - 5 ool ot Sl
Importer: 150 Vehicle identification no.; WVWZZZCDZLW000277 '_‘ t% \°
Dealer: 99993 Engine: all engine codes ]
Job: 0 v \4%

»

Control units l Jobs! DISS|TPI | Test plan
Tests for the complete vehicle w Diagnosis

Status Tests ( ’ Self-diagnosis

0025 - Immobilizer functions

\ Special functions Operaling modes

= 0025 - Adapt immobilizer -
£ Testinstruments

ﬁ Info
&4 Admin |

005F - Information electronics 1| J794

- 005F - Build state test/reset fault memory

il

Software version management

- Adapt software (offline) Protocol ¥
~ :
Adapting software .| Data ¥
= [ Codeonine control module
Extras ¥
. Control unit reset
- Ctrl. module software configuration Help *
SYS_X_X_1_0711_X_SERVICE42_SG_CODIEREN@00011 S fomason .
: (— , .
1 Perform test... | Show documents 1 E gg‘
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Mocne 3Toro HyXHO, KaK U PaHbLUE, elé pas yKasaTh UMs NONb30BATENS U NAPONb ANS KOAUPOBAHMS
oHnaiH (Service 42/SVM):

&5 Offboard Disgnostic Information System Sevice - 523 . =8| = |
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 y ' i \°
Dealer: 99003 Engine: all engine codes %
Job: 3] i

|DIss|TPI ‘Sequence Operating modes £y =

Code control module online (S42)

Login
Next the data will be transferred online.
For this, a connection must be set up.
- Connect vehicle diagnostic tester with appropriate hardware to your online network
- Next, enter user name and password
Done/Continue 3
S ows 2 ogon
Protocol ¥
User name DP12345
Password esees Data ¥
Extras ¥
I Sl J Adopt Cancel]
) Help ¥
Information ¥
r = : ‘
@ ‘ Help » ‘ | m i
) Excoonotbelest @ |

Brnok ynpaeneHus nogywek 6esonacHocty, sawmwérnbii SFD, asBTomatnyeckn otkpbiBaeTcs ans sanvcu,
n koamposaHme npoxoant ycnewHo (Coding of the system Airbag successful).

& Offocard Diagnostic Information Service -

Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 & . t %
Dealer: 99993 Engine: all engine codes 2
Job: e 3] 4
‘ DISS| TPI Sequence Operating modes % B2
If 1 lagnosis
Code control module online (S42) ‘ Do aitoniin
Evaluate condition [
Coding of the system Airbag was successful.
I e Info I
Protocol ¥
Data ¥
Extras ¥
Help ¥
Information ¥
Help | | Cancel test ( . .
J 3k — » B
Execution of the test Ed®

Mpu pabote c Benombim nonckom HencnpasHocTen gocTyn K brnokam ynpasnenus ¢ 3awmton SFD sHoeb
QBTOMATMYECKU 3AKPbIBAETCS MOCNe 30BEPLUEHUS AUArHOCTUHECKOro ceaHca.
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2. PaboTa c caMoANarHOCTUKOM: NOAKNOYEHNE OHNANH

Mpwu BXxoAe B peXrm AMArHOCTUKM Yepes CaMOAUArHOCTUKY nocne Boibopa 610oka ynpasneHms MOXHO
BbINONHUTL dyHKuuio «[okazaTs usmepsiembie Benuumbly (Show measured values) (nsmepsgemas senvunHa
[MAS 18157]_SFD cratyc nogknioueHms), 4Tobbl onpeaenuts, meeT N ALAHHbIN 6OK yNPABAEHWS 3aLLUTY
SFD. Ons noaknioueHns Heobxoammo BbibpaTth nyHkT «[Tpaea goctyna» (Access authorisation):

Importer: 150 Vehidle identification no.: WVWZZZCDZLW000277 = ) h S ‘
Dealer: 99993 Engine; all engine codes
Job: = 3] Y
| Control units | Results Operating modes 2 L
Measured values - Show measured values
0015 - Airbag (UDS/ISOTP / SWA959655A / 0500 / 006 / EV_AirbaVW40SMEVW38X / 001024)
Fault memory
Name Value Identification
[MAS18157]_SFD aciivated status Actsator diagnosis 453 Testinstruments
Basic setting
Role of vehicle diagnostic to be protected No activation active Coding a Info
Code bus master
Type of vehicle diagnosiic to be protecied No activation active Measured values s i.ﬁ Admin } =
Adaption
Status of vehicle diagnostic to be p d SFD individualization feature set Access authorisation
Data upload Protocol ¥
Duration of vehicle diagnostic to be protected  No activation active
Data ¥
Extras ¥
Help ¥

0019-MW’0015~MW1 x m @ IE]

001028 _d Reading measured values: (0%) o &

EV.

B i S L i)
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 v ' t \°

Dealer: 99993 Engine: all engine codes !

Job: -

‘Comrolunns Resuﬂs‘ Operating modes Ll

Measured values - Show measured values

Name

\ £33 Testinstruments

| IMAS18157) SFD activated status

Role of vehicle diagnostic to be protected d v ‘ e Info
Role ly act No activation active =
Type of vehicle diagnostic to be protected d Activation type No activation active Q Admin

Minutes currently left No activation active

n

Status of vehicle diagnostic to be protected 3 SFD individualization feature set
Protocol 57
Duration of vehicle diagnostic to be protected
Data b
Extras ¥
Help ¥
Information ¥

/(=)

|
0019-MW[0015-MW1

EV_ArbaVW40SMEVWSEX_001028_d
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Mocne atoro YKQA3ATb MM4 NOJSIb3OBATENA N NAPOJIb ANng BXoad HaA ﬂ,MﬂepCKMl‘/'l noprtan:

5 Offboard Diagnostic Information System Service - 523 -_— . . . T e o8 B
importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 ' b \b
Dealer: 99993 Engine: all engine codes 3
Job: = 8 v
’ Control units | Resuits -
Measured values - Show measured values
0015 - Airbag (UDS /ISOTP / SWA959655A / 0500 / 006 / EV_AirbaVWA0SMEVW38X / 001024) | Access authorisaion - |
7 @ =
o ) Progress diakogue ] - Receh
+ [MAS18157)_SFD activated status ﬂ now ] I £a3 Testinstruments ’
‘ Role of vehicle di tobep Ng| ! T incydes | | @& info
Application case 'Online activation' is being executed... -
‘ Type of vehicle diagnoslic to be protected 0 = =
‘ Status of vehicle diagnostic to be protected
| Protocol ¥
‘ Duration of vehicle diagnostic to be protected Username DP12345
i Password  eeees| Data %
Information
‘ Extras ¥
\ { w 1 Adopt {Cameq sep ’
i Information i

+=

0015 -MW/

EV_AirbaVWA0SMEVW38X_001028_d

B cTaTtyce nogkntovyeHnd 0T06pG)KC|}OTC9| npdasa nonb3oBartend, ocywecrBMBLIero nogkrnto4vyeHue,

n octaswieecd spemqa nogknodeHna:

= @ =

Importer: 150
Dealer: 99993
Job: -

all engine codes

’ Control units | Results

Measured values - Show measured values

0015 - Airbag (UDS / ISOTP / SWA959655A / 0500 / 006 / EV_Airba

Operating modes 2

| Name Value
[MAS18157]_SFD activated status £33 Testinstruments |
‘ Role of vehicle diagnostic to be protected Basic e Info |
Role currently activated  Basic _—
‘ Type of vehicle diagnostic to be protected Short: tim Short: ime-controlled @ Admin e
[VO]_88 min
‘ Stalus of vehicle diagnostic to be protected SFD individua SFD individualization f —
Protocol ¥
‘ Duration of vehicle diagnostic to be protected [VO]_89 min
‘ Data ¥
Use case Online activation
‘ Extras ¥
! IEmcule IBbckoorwduulH Exit 1 Help b
¢ ] Information ¥
| [—
| | | -
|
0015 - MW/
EV_AirbaVWA0SMEVW38X_001028_d

Crmp. 7
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3. PaboTta c camogmarHocTuKoim: nogkntodeHme SFD Bpy4yHyto (odpnaitH)

Ecnn oHnaliH-coegnHerme AMarHocTMYeckoro TecTepa € CeTbio CEPBMCHOrO NPeAnpuaTMS OTCYTCTBYeT, nocne
Bbibopa «[pasa poctyna» (Access authorisation) Heobxoaumo Beibpath «[Moakniouerne SFD spydHyio»
(Manual SFD activation):

5 Offboard DiagnosticInformation System Semice - 523 - . . T . WS - = lolEn = |
| Importer: 150 Vehicke identification no.: WVWZZZCDZLW000277 P fj o
‘ Dealer: 99993 Engine: all engine codes
Job: = (3] i
‘Comrol units Resulls‘ Operating modes 2 5

‘ Measured values - Show measured values

B Seff-diagnosis.

0015 - Airbag (UDS/ISOTP / SWA959655A / 0500/ 006 / EV_AI

‘ Name Value

[MAS18157]_SFD activated status £33 Testinstruments

Role of vehicle diagnostic to be protected No activation Activation information Evdie
Role ly No 1 active | 7

Type of vehicle diagnostic to be protected No activation Activation type No activation active {ﬁ.@ Admin ] e

- . < — Minutes currently left No activation active
Status of vehicle diagnostic to be protected SFD individua A Seon sl SFD individualization fe: = e -
rot

Duration of vehicle diagnostic to be protected No activation
Configure function Data ¥
Use case E

Online activation Extras ¥

Manual SFD activation

w Block control unit | Help ¥

‘ E Information ¥ J
; 0015 - MW m @ W
|EV. 001028_d FReaang measursd values: (0%) w—

Ecnun Token ang nopknioyveHnd eweé He bbin creHepUPOBAH, OTBETUTL HA Bonpoc, Buibpas «Het» (No):

& Offboard Di i ion System Senyice - 523 5 -~ =8
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 = ) E \°
Dealer: 99993 Engine: all engine codes E
Job: - 0 Y

; Control units | Results Operating modes 2y

Measured values - Show measured values

e
0015 - Airbag (UDS / ISOTP / SWAS59655A / 0500 / 006 / EV_AirbaVW40SMEVW38X / 001024) » authorisation  ~

& Progress dialogue Refresh

Name Va
4 [MAS18157]_SFD activated status ﬁ nowy ] £ Testinstruments
Role of vehicle diagnosiic to be protected Ng - — ~ [ incydes & Info

Application case 'Manual SFD activation’ is being executed...
Type of vehicle diagnostic to be protected

0 s @Admln | [5

Protocol 7

Status of vehicle diagnostic to be protected

Do you have a valid SFD token for the following control unit?

i o Ve 2
Duration of vehicle diagnostic to be protected 21-

 Yes ® No Data =

( Extras ¥
—

T
&

2

E
&
¥
=
e

fl
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Ina cozpanus TokeHa Ha cepeepe SFD notpebyeTcs cTpyKTYpUPOBAHHBIN 3aNPOC HA NOoAKNoYeHMe,
CreHepypOBAHHbIN BrIOKOM ynpasneHus. DTy CTPYKTYPY MOXHO CKONUPoBAThb B Bydep nnu coxpaHuntsb

B dpavne:

5 Offooard Diagnostic Information System Servce - 5.23

Measured values - Show measured values

Use the SFD IT backend to generate an SFD token from the activation query structure.

Name

4 [MAS18157]_SFD activated status
Role of vehicle diagnoslic to be protected
Type of vehicle diagnoslic to be protected
Status of vehicle diagnostic to be protected

Duration of vehicle diagnostic to be protected

0015 - Airbag (UDS/1SOTP / SWA959655A / 0500 / 0C

To do this you must have a valid account in the SFD IT backend.
Activation query structure: Raadagﬂn

65367334060D2B06010401980A8D 110A01007 153235453522D54535231392E30
332E313931353732303033300000000B0000016DCFBACSED

]

s | o

() Testinstruments
& Info
4 Admin ‘

. » . . - = &
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 U’ ! \b
Dealer: 99993 Engine: all engine codes ‘ #
Job: - 1] i

Control units | Resuhs[ Operating modes 25

3aTtem Ha gunepckom noprasne oTkpbiTb npunoxexHune SFD:

VOLKSWAGEN AG

M administrate

Status: Data successfully
saved

Dealer portal.

Welcome.

M Applications

M System messages B Notifications

Please select one of the following applications:

DISS Monitor

Elektronisches Service Auskunftssystem (ELSA}
ElsaPro

Feedback Monitor

Lokale Benutzerverwaltung

0ODIS eShop

Volkswagen InfoNet
Volkswagen ServiceNet

You can access these applications via internet :

Feedback Monitor

| nkale Ranntrervenualtinn

| B My Profile ‘ M Logout

Crp. 9
KSU: 0.2; Internal



Mocne aToro BbINONHAETCA Nepexon HA CTPAHMUY 3anpoca TokeHa cepsepa SFD. Ha aton ctpanuue
HeobXOAMMO BBECTU CTPYKTYPUPOBAHHBIN 30NPOC HA MOAKMIOYEHME, NONYYEHHbIN paHee, yKa3aTb
VIN asTomobuns n Bbibpats mapky:

SFD - Vehicle Diagnostics Protection This system is classified as confidential! DP1P7UH SR en

TOKEN RETRIEVAL @

#& > Tokenretrieval » Manual SFD activation

This screen provides the fallback solution to retrieve SFD tokens for unlock request structures.

© Here you can enter the unlock request structure (hex) for the token:
65367334060D2B06010401930A8D1110A01007153235453522D54535231392E30332E313931353732303033300000000B80000016DCFB/

Or upload the unlock request structure (hex). Only text files (.txt) can be uploaded:

CLEAN UP REQUEST STRUCTURE

Please select the brand of the vehicle:

Volkswagen X |w

Please enter the 17 digits VIN of the vehicle:
WVWZZZCDZLW000277

REQUEST A TOKEN

Token output (hex):

This system is classified as confidential! DP1P7UH A en

TOKEN RETRIEVAL @

REQUEST A TOKEN

7f218201d17f4e495{290170420d4445555657475053460000000b714¢33060d2b06010401990a8d110a01000153225453522d5453523139
2e30332e313931353732303033300201010000016dd48b607e5f37820180360a75eda24e29177e077b2b23d7a76a6852bcaf15dafd176019
60c62d6b08e78f8cc5ac8641499fcadbaf5dfc3623333bbdf96f9f481d08353b5d83d7f06a80db1adf800ea118bc25b8ea8246859dc4f0c54ed
2688e31eeal5b154567693dc1ec839863508e51d4c26ca77c08feaf5b080be3734f759fc1e8c2d872e3e9534340df8027fae57624c69ada24e
5f11e99aa820ada103b3454fa4f29a0d58216275e86bfc8fe53d7a0ab8celfaf1a182bc96f4440a1d541c8652cf882ef67d614ecfecbfe8dfebb8
47e615822bf8e64674371c9b72fefac1 5fe2122421e2eb370a7c8066500716a52f70b4bb7ab66f16ce2¢cbdfbfa7983a5f9ca18363f7eb65cfe546
b827f6072a61cde2de768f7d2a69f359¢cBa1f9bbde939c52bbddd7c5dd7bbdec1achfd5e83cd6df21e3cbd6a5608975ab5006d3f2b75¢3afed55
1d02954292c1ae0f6ade8616¢c1f8e5c973be70f70a494c0d0857a6783¢27b743d90bff251ef8aca9a6701ac5d2ea8b7e845e3517alb1faa7a%6
2371e857eb76de69b0272ba

Token output (hex):

& DOWNLOAD TOKEN COPY THE TOKEN TO THE CLIPBOARD
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Mpw Bosepawernn 8 ODIS nocne nonyueHns TokeHa HaxaTb B cnegytowem sonpoce «[a» (Yes)

Anga noaTeepXxaeHna:

£ Offooerd Disgnostic Information System Sepvice - 523

o @) 8
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 i. E \°
Dealer: 99993 Engine: all engine codes §
Job: - 0 &
Control units | Results ‘ Operating modes e

Measured values - Show measured values

0015 - Airbag (UDS/ISOTP / 5WA959655A / 0500 / 006 / EV_AirbaVW40SMEVW38X / 001024)

f
3 Progress dialogue
Name Va, =2 5

P

Role of vehicle diagnostic to be d Ni L

+ [MAS18157]_SFD activated status

Application case 'Manual SFD activation' is being executed...
Type of vehicle diagnostic to be protected

Status of vehicle diagnostic to be protected

34 Admin ‘

now £33 Testinstruments |
7 incycles @ Info

Protocol ¥
Duration of vehicle diagnostic to be protected
@ Yes © No Data ¥
Extras ¥
Help 57
E Information 5
0015 - MW I»l lm] [0‘
EV_AirbaVW40SMEVW3SX_001028_d Reading measured values: (100%) [— ]
3aTem BBeCTU NoslydYeHHbIN TokeH Yepes bydep nnu B Buge baina:
€ Offboard Diagnostic Information System Service - 5.23 - o @ =
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 i‘ E \b
Dealer: 99993 Engine: 2ll engine codes 2
Job: e

e
Control units | Results

Please copy the SFD token to the text field and then activate the control unit.
MESRRECVSIES o 9| SFD token: [Paste from cipboard| | Paste from fie

0015 - Airbag (UDS/ISOTP / 5WA9§

Name

4 [MAS18157]_SFD aclivaled stat
Role of vehicle diagnostic to be
Type of vehicle diagnostic to be
Status of vehicle diagnostic to bg

Duration of vehicle diagnostic to

62371e857eb76de69b0272ba

7f218201d17f4e495f290170420d4445555657 475053460000000b7f4c33060d2b0601 J
0401990a8d110a01000153225453522d54535231392e30332e313931353732303033
300201010000016dd48b607e5f37820180360a75eda24e29177e077b2b23d7a76a68
52bcaf15dafd17601960c62d6b08e78f8ccSac8641499fcadbafodfc3623333bbdfo6fof4
81d08353b5d83d7f06a80db1adf800ea18bc25b8ea8246859dc4f0c54ed2688e31ee
a05b154567693dc1ec839863508e51d4c26ca7 7c08feaf5b080be37 34f759fc1e8c2d8
72e3e9534f340df8027fae57624c69ada24e5f11e99aa820ada103b3454fa4f29a0d582
16275e86bfc8fe53d7alab8celfaf1a182bc96f4440a1d54 1c8652cf882ef67d6 14ecfee
6fe8dfe6b847e615822bf8e6467437 1c9b7 2fefac15fe21a2421e2eb370a7c80665007 1
6a52f70b4bb7ab66f16ce2chdfbfa7983a5f9ca18363f7e65cfe546b827f6072a61cde2d
©768f7d2a69f359¢8a1f9b6de939¢52b6ddd7c5dd7b6dc1acbfdSe83cd6df21e3cbd6ad
608975ab5006d32b75c3afe955fd02954292¢ 1ae0f6ade8616c1f8e5c973be70f70a49
4c0d0857a6783¢27b743d90bff251ef8aea9ab701ac5d2ea8b7e845e3517a1b1faa7a9

Activate control unit Cancd\

3 i

Operating modes

l 5 Admin

£33 Testinstruments
|
e Info ‘

BHumanme!

Kaxpabi1 TokeH BbIAAETCS ANg KOHKpeTHOoro 61oKa ynpaeneHms U MOXeT MCNOoMb30BATLCS TONbKO OANH pas!
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4. bnokupoBaHue AocCTyna K 6/10Kam ynpasBaeHus

[Mpu pabote ¢ Bepombim nonckom HemcnpaeHocTen goctyn k brokam ynpaenenus ¢ sawmrtont SFD sHoBb

GBTOMATMYECKM 3AKPbLIBAETCS NOCE 30BEPLUEHMS AMArHOCTUYECKOro ceaHcd. Takxe focTyn aBTOMATMYECKM
3akpbiBaetcs yepe3 90 MUHYT nocne nogknoueHus.

OHHGKO AOCTYN K KAXAOMY U3 3TUX GHOKOB ynpaBneHnsa MOXHO TAKXe 306]'IOKV|pOBQTb BPY4HYIO, HOXdB
kHonky «3akpbiTs goctyn k BY» (Block control unit) ans cootsetctaytowero 6noka:

5 Offooard Diagnostic Information System Semvice - 5.2.3

- ol@ =
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 = ) E@ \.
Dealer: 99993 Engine: all engine codes
Job: - 0 Y
Control urits | Results Operating modes Al
Measured values - Show measured values ‘
Information - 5
- Airbag: I ! Self-diagnosis
0015 - Airbag (UDS/ISOTP / SWA959655A / 0500 / 006 / EV} | a1 ) ‘

Name Value

[MAS18157]_SFD activated status

£33 Testinstruments
Role of vehicle diagnostic to be protected Basic Activation information c a Info

Role currently activated Basic

\
Type of vehicle diagnostic to be protected Short: i Naon ype e " k.Q Admin | ié
Status of vehicle diagnostic to be protected SFD ini Minutes cumrently left [VO)_89 min
Activation status SFD individualization feature set Brétacal ¥
Duration of vehicle diagnostic to be protected  [VO]_8
Configure function Data ¥
Use case IOnhe activation
Extras ¥
[ Help ¥
Execute
.‘ Information *
| =

o % [ @ [0

EV. 001028 _a

Reading measured values: (0%) o
B nogBMBLUEMCH OKHE noaTeepXaeHnd Bbl6pGTb «,D,G» (Yes) :
&5 Offocerd Diagnostic Information System Senvice - 523 - o 6] =8
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 R
Dealer: 99993 Engine: all engine codes E‘ b
Job: - 0 i
j Control units | Results [ Access mithamtion = ) Operating modes 2k

Measured values - Show measured values

0015 - Airbag (UDS / ISOTP / 5SWA959655A / 0500 / 006 / EV] Sbiosaxtiog:

Name Value
[MAS18157]_SFD aclivated status

£ah Testinstruments

Role of vehicle diagnostic to be protected Basic @ Wouid you like to block control unit "0x0015 - Airbag"? @i e Info

Type of vehicle diagnostic to be protected Short: tiy| iﬂ Admin |=
- - |
Status of vehicle diagnostic to be protected SFD ing| » No ‘

Protocol ¥
Duration of vehicle diagnostic to be protected [vO]_8¢
Configure function Data i |
Use case {Onhe activation S
Extras ¥ |

= o] oo e
E = = — — E Information -

0015 -MW P4

EV. 001028_d
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Mocne atoro CTATyC NOAKJIIOHEHUMA NOKA3bIBAET, YTO A0CTYN K 6.I'IOKy ynpaBneHmnsa 3aKpbiT. I'Iop.Kmoqume
MOXHO BbINMOJIHUTb MOBTOPHO:

Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 'a E \b

Dealer: 99993 Engine: all engine codes ‘ #

Job: - n {)

Conn'olunnisesults{ [ @ Accass suthosization = ) Operating modes E

Measured values - Show measured values | atlon

0015 - Alrbag:

0015 - Airbag (UDS/1SOTP / SWA959655A / 0500 / 006 / EV/

Name Value

[MAS18157)_SFD activated status now I ] 453 Testinstruments ‘

Role of vehicle diagnoslic to be protected Noactiy|  Aciivation information 7 incycles O Info
Role y No activation active 2
Type of vehicle diagnoslic to be protected No actiy| Activation No activati i 0 s @ Admin ‘

Status of vehicle diagnostic 1o be protected SFD QT = N E NS e e
Activation status SFD individualization feature set

Protocol ¥
Duration of vehicle diagnostic to be protected No activ|
Configure function Data &
Use case |Online activation -
Extras v

H ¥
‘ = Execute|  Block controf unit Exit =
o x [» (= [0

EV_AirbaVW40SMEVW38X_001028_d Reading measured values: (0%) —

Takxe MoxHO 306510KMPOBATE AOCTYN KO BCeM BNOKAM ynpaBneHus oaHoBpeMeHHo, Bbibpas «3akpbiTh
poctyn k asTomobusio» (Block vehicle):

Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 'a E \b
Dealer: 99993 Engine: all engine codes #
Job: - 3] &7
Control unlls] Results Operating modes L
Vehice selfdiagnosis: T —— Control unit self-diagnosis: )
Ci fault memory | >
| System Traneponmbde SB  Event ‘: Refresh
0019 - Gateway (UD Customer senvice OBD Event
Engine assembly | T —
0001 - Engine Cot Event ‘E A incycles estinstrume:
0002 - Transmission Control Module Event i o .| &
0003 - Brakes 1 Event il Y Admin =
0008 - Air Conditioning Event = 3
rotocol
0009 - Central Electrics (UDS/ISOTP /==/~=/-/) ‘OK
Data ¥
0013 - Adaptive Cruise Control Event
0015 - Airbag (UDS /ISOTP / SWA959655A / 0500 / 006 / EV_AirbaVW40SMEVW38X 001024) Event Extras ¥
0017 - Dash Board Event Help v
L 0017 - Dash Aoard oK =] 4
> Information ¥
Block diagram Control unitlist Installation list| Faut memory ist, Equipment.
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Mocne atoro 6nokmpoeky asTomobuns Heobxoanmo noateepanTb, Haxas «a» (Yes):

£ Offboard Disgnostic Information System Seqvice - 523 A - = P = o8 =
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 # b \‘ 7
Dealer: 99993 Engine: all engine codes
Job: = 0 v

Control units I Results ‘

ookttt | ] oot nsabasons

System SB Event + | Refresh
.
0019 - Gateway (UDS/ISOTP/—/—/—1)

Operating modes 2

0001 - Engine Control Module 1

G Warning: if you do this, you will reset the activations of all
0002 - Transmission Control Module control units for this vehicle. Would you like to reset the activations

of all SFD control units for this vehicle?
0003 - Brakes 1

0008 - Air Conditioning

i e
0009 - Central Electrics (UDS/ISOTP/—/—/ -

0013 - Adaptive Cruise Control

0015 - Airbag (UDS /ISOTP / SWA959655A / 0500 / 006 / EV_AirbaVW40SMEVW38X 001024) Event
0017 - Dash Board Event
NN17 - Dash Roard 0K N

Block diagram Control unitlist Installation list Fau#memarykr{ quﬁamembﬂ‘

© self-diagnesis !

43 Testinstruments
. Info

Protocol ¥
Data ¥
Extras ¥
Help ¥
Information 50

[MosiBnseTcsa coobuieHne o Tom, [OCTYN K KOKMM BAOKAM YNpaBieHUs yCneLwHo 30KpbIT:

£ Offooard Disgnostic Information System Senvice - 523 - N - = - (=@ =
Importer: 150 Vehicle identification no.: WVWZZZCDZLW000277 " 1! \‘
Dealer: 99993 Engine: all engine codes
Job: = 0 &7
Control units | Results Operating modes. 23
Vehicle self-diagnosis: | Biock vehicle = Control unit self-diagnosis: 5)
System . B el &
0019 - Gateway (UDS/ISOTP /—f—/~/ ) i&u it - -
:!E The following control units have responded to the blocking —_
0001 - Engine Control Module 1 (successfully: 7 / incorrectly: 1): = B incydes estinstrume:
0002 - Transmission Control Module e S 0 o @
0x0003 - Brakes 1
0003 - Brakes 1 0x0008 - Central Electrics m ) Admin 3
0x0015 - Airbag
0008 - Air Conditioning
Protocol ¥
0009 - Central Electrics (UDS/ISOTP /—/-/
Data ¥
0013 - Adaptive Cruise Control
0015 - Airbag (UDS /ISOTP / SWA959655A / 0500 / 006 / EV_AirbaVW40SMEVW38X 001024) Event Extras !
0017 - Dash Board Event Help ¥
0017 - Nach Rnard nK ¥ L
[ Information ¥
Block diagram Control unitlist Ir lisl'Fawt ,istl i ist‘ Z
@ self-diagnosis ! @
RemoveVehickeAccessRightsJob -—
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TexHU4YeckKan noaaepixkKa

TexHnyeckas nogaepxka no Bonpocam v npobnemam, ceasarHbim ¢ SFD, peanusosana Tak xe,

kak v no gpyrum temam B ODIS: nonb3osatens co3paér 3anpoc, Haxas Ha kHonKy «[logaepxka,

1 npu HeobxoanmocTn aobasnseT HyxHylo nHpopmaumio (Hanpumep, cHUMKK skpaHa). MimnopTép

(nnn noapaaumnk) moxet nMbo oTBETUTL HO BONPOC HANPSMYIo HA 1-I1 nMHUK NnopAepXkuM, NMbo COCTABMTL
3anpoc B NpUnoxeHun ans TexHudeckoin noaaepxkn (SC2 nnu, B byaywem, SalesForce) n nepenats ero
COOTBETCTBYIOLLEN rpynne COTPYAHUKOB NPOU3BOAUTENS.

lNMepcneKTusbl

AyTeHTndukaumns yepes gunepckmii NopTan aBSETCs BpeMeHHbIM pelueHem. B nepsoi nonosutxe

2020 ropna no Bcemy mupy Ha cmeHy aunepckomy noptany npmaet Group Retail Portal. On 6esonacHee,

B TOM uncne 1 bnarogaps nonaepxke asyxdaktopHon ayteHtudukaumn. He nosgree 1 miona 2020 ropa
poctyn k SFD b6ygert BoamoxeH Tonbko yepes Group Retail Portal. Bam byget ceoespemerHo HanpasneHa
Heobxoammas nHpopmaums.

BHeppeHue SFD HauHéTcs ¢ nepBoro atana, KOTOPbLIN NOAPA3yMEBAET TOMBKO MpefoTBpalLeHne
HECAHKLMOHMPOBAHHOIO JOCTYNaA K briokam ynpaenexus ¢ sawmron SFD u pernctpauuio Bcex dakros
poctyna. [MocrenenHo TexHonorus SFD 6yaet pacnpocTpaHaTbes Ha Bce BNoku ynpasneHus ans scex
mopenen astomobunen koHuepHa Volkswagen. C 2022 ropa HauHércs BTopon atan sHegpenmns SFD,
LOMONTHUTENBHO 0becneunBaloWUA 3AWNUTY OT MAHUMYISILUA CO BCEMM 3AMUCbIBAEMbIMU AAHHBIMU.
Bcio Heobxognmyto MHpopmaumio Bbl Takxke nostyuymte 3ab61aroBpemMeHHo.
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